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2                                             THE HIGH COST OF CYBERBULLYING

IMPORTANT ADVISORY
Certain viewers may require additional emotional support when 
engaging with the topics highlighted in Dark Cloud: The High Cost of 
Cyberbullying. If you or someone you know is in a crisis situation or is 
in danger, the following resources can provide immediate help: 

   Young people can call Kids Help Phone at 
   1-800-668-6868 or text ‘TALK’ to 686868 for   
   conversation with a crisis responder.  
   Kids Help Line • 1-800-668-6868 
   KidsHelpPhone.ca 

    
   Crisis Services Canada 
   

   SuicidePrevention.ca 
   

                       TERMS AND CONDITIONS

ACKNOWLEDGEMENTS
In order to bring together the most pertinent information on 
cyberbullying, we have teamed with experts on the issue such as 
MediaSmarts, a Canadian non-profit organization based in Ottawa, 
Ontario that focuses on media literacy programs, as well as the 
Amanda Todd Legacy Society and Rise Against Bullying.  
 

    MediaSmarts 
 

    Amanda Todd Legacy Society  

    Rise Against Bullying  
   

 

     

    

https://kidshelpphone.ca/
http://www.crisisservicescanada.ca
https://suicideprevention.ca/Need-Help
http://cooool.io/SeUjBZB
https://mediasmarts.ca/digital-media-literacy/digital-issues/cyberbullying
www.amandatoddlegacy.org
www.riseagainstbullying.ca
https://suicideprevention.ca/Need-Help
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INTRODUCTION
PURPOSE + INTENDED AUDIENCE 
Dark Cloud: The High Cost of Cyberbullying examines a growing 
epidemic seriously affecting young people’s mental, emotional 
and even physical well-being: the toll of cyberbullying, online 
trolls and digital antagonism — through the eyes of Amanda 
Todd’s mother, Carol Todd. This guide serves as a resource for 
parents, educators and youth who are looking for information to 
help navigate the difficult themes that are featured in the film, 
with the goal of empowering people to create a positive online 
experience for everyone. 
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DARK CLOUD:  
ABOUT THE FILM 
 
SEE THE FILM WWW.WATCHDARKCLOUD.COM 

SYNOPSIS 
Eight years after the tragic suicide of Amanda Todd, her mother Carol 
continues to campaign for awareness about cyberbullying and hopes 
to help other parents protect their kids from the ubiquitous threat of 
digital dangers. The filmmakers follow Carol as she connects with a 
network of activists and asks some of the country’s leading experts 
on cyberbullying for insights about its causes and strategies for 
prevention.

FILMMAKER BIOS
DIRECTORS HOLLY DUPEJ AND MATHEW EMBRY SET OUT TO HAVE AN IMPACT 
ON THE ISSUE OF CYBERBULLYING
“Dark Cloud is about Carol’s journey to find solutions to end 
cyberbullying and keep her daughter Amanda’s legacy alive. It’s also 
about the simple changes we can all make to create a kinder, safer 
world,” says co-director Holly Dupej. Dupej and co-director Mathew 
Embry travelled to the corners of the continent talking to parents, 
experts and other victims of cyberbullying, all connected in someway 
by Carol’s mission and ever-increasing network of other advocates — 
including Rise Against Bullying founder and national Kids Help Phone 
ambassador Justin Preston, and Brooke Boutilier, a survivor of her own 
torturous ordeal with bullies who now works with her mother, Tennille, 
to arm parents with tools to guide and protect their kids. 

http://cooool.io/h9ch3Tw
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“The documentary demonstrates that there is hope, there are 
solutions and that we can all play a part in putting an end to 
cyberbullying,” says Embry. “We would like people to know that THEY 
can do something to stop cyberbullying. It starts with being kind 
and compassionate with one’s own digital interactions. If each of us 
related to people digitally (social media, email and text messages) 
with kindness and compassion, we would transform the world.”

Mathew Embry has produced and directed non-fiction programs for 
CBC, Global, CTV, HBO Canada, PBS, Animal Planet, OLN and Telefilm 
including Living Proof and Hell or High Water. 

Holly Dupej is VP of production at Spotlight. She recently produced 
and co-wrote the short Painkiller: Inside the Opioid Crisis, which has 
screened across the country and amassed more than 1 million views 
on YouTube.
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THE AMANDA TODD STORY 
It could have been anyone. Amanda Todd was an ordinary 15-year-
old girl from Port Coquitlam, BC, who chose to end her life after a 
series of cyberbullying incidents. Before her death, she posted an 
emotional video on YouTube in which she used a series of flash 
cards to tell her experience of being blackmailed and bullied online. 
Her video resonated around the world, and has been seen by over 
13 million people, sparking a national discussion on criminalizing 
cyberbullying, and bringing much needed attention to the 
potentially fatal dangers of young people’s actions on social media. 
Amanda’s life could have been saved if people had the awareness 
they do today. Dark Cloud: The High Cost of Cyberbullying honours 
her memory and utilizes this tragic incident to highlight how we can 
all do better to end cyberbullying. 

CHARACTER BIOS 
CAROL TODD
Carol was thrust into the limelight when her fifteen-year-old 
daughter Amanda Todd took her own life in 2012 after years of online 
extortion and harassment. Since Amanda’s passing, Carol has made 
it her mission to ensure Amanda’s story lives on. Carol founded the 
Amanda Todd Legacy Society, a non-profit organization through 
which she’s raised thousands of dollars for anti-bullying efforts, 
and made herself available to speak through media and in-person 
presentations. Carol and her society have also created a global 
campaign called Light Up Purple for World Mental Health Day, which 
falls on October 10 – the same day Amanda took her own life. Carol 
currently lives in Port Coquitlam where she works as an educator. 
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JUSTIN PRESTON
Justin Preston is the founder 
of Rise Against Bullying, 
a National Ambassador 
for Kid’s Help Phone, and an inspiring motivational speaker. After 
enduring vicious bullying growing up, Justin knew he had to do 
something to create a more accepting and inclusive world. So he 
founded Rise Against Bullying, a self-proclaimed “global campaign 
passionate towards bullying, mental health and the LGBTQ+ 
community.” With a mission to spread a message of love and 
acceptance, Justin has spoken with upwards of 6,500 students at a 
time and has been featured on national television numerous times. 
His 100,000+ followers on social media are a testament to Justin’s 
ability to inspire young people. Justin currently lives in Fort Erie, just 
outside of Niagara Falls, Ontario.

BROOKE AND TENNILLE BOUTILIER
Tennille Boutilier and her husband Kevin raised their two daughters, 
Brooke and Bailey, in Saskatoon, Saskatchewan. Her life took an 
unexpected turn when Brooke’s peers began to cruelly bully her 
in high school. The bullying escalated over the years and spilled 
over from in-person abuse to online harassment. Their family “hit 
bottom,” in Tennille’s words, when Brooke tried to take her own life. 
Since then, the Boutilier family has sought out counselling. They 
continue to heal as they tell their story in hopes that other parents 
can learn how important it is to talk to your children and insist 

on getting them the 
support they need. 
Tennille is currently 
a domestic violence 
counsellor, and 
Brooke is studying 
at the University of 
Saskatchewan.
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WHAT IS CYBERBULLYING?
UNDERSTANDING THE BASICS 
Social media is a powerful tool that allows us to socialize, reach out 
to friends, share a joke, post a selfie – all within seconds. Apps like 
Facebook, Instagram, Twitter and TikTok are designed to get you 
attention and likes, which can be fun. But in the wrong hands it can 
also be weaponized. 

“While most of these social interactions are positive, 
increasing numbers of kids are using the technology to 
intimidate and harass others – a phenomenon known as 
cyberbullying.” - MEDIASMARTS

With a society that is more 
connected than ever, traditional 
bullying that would occur 
on the school grounds has 
now moved online to social 
networks where it is much 
harder to escape, and is also 
less frequently monitored by 
parents and teachers. 

“You have people that are  
getting destroyed. Their lives 
are getting destroyed because  
words hurt.” – Justin Preston
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Cyberbullying also benefits from being very public but also 
anonymous, giving anyone access to thousands of people with 
one cowardly click. This can create a lonely online experience full 
of isolation, fear and shame instead of a world where technology 
brings us together. 

So what can we do to make the internet a safer place?  One of the 
first steps to preventing cyberbullying lies with truly understanding 
the issue at hand. 

“Verbal or emotional abuse is the most prevalent 
form of bullying online. Social bullying, another 
pervasive form – particularly with girls – includes 
social exclusion and spreading gossip and rumours.”  
       - MediaSmarts



10                                             THE HIGH COST OF CYBERBULLYING

Breaking into an email account 
and sending hurtful materials to 
others under an assumed identity.

Spreading gossip, secrets or rumours 
about another person that will damage 
that person’s reputation.

Creating blogs or websites that 
have stories, cartoons, pictures or 
jokes ridiculing others.

Creating polling websites where visitors 
are asked to rate individuals’ attributes 
in a negative manner.

Taking an embarrassing photo of 
someone with a digital camera and 
emailing that photo to others.

Engaging someone in instant messaging, tricking 
them into revealing personal information and 
then forwarding that information to others.

WHAT IS CYBERBULLYING?

Using someone else’s password in order to 
change their profile to reflect sexual, racist and 
other content that may offend others.

Posting false or hurtful 
messages on online bulletin 
boards or in chat rooms.

Deliberately excluding others from instant 
messaging and email contact lists.

Reference: PRevnet

Sending mean 
and sometimes 
threatening emails 
or text messages.

This list is a helpful resource from PREVnet to help you break down 
the multiple facets of cyberbullying.

https://www.prevnet.ca/bullying/cyber-bullying
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HOW CAN YOU TELL WHEN SOMEONE  
IS BEING CYBERBULLIED?
High school has its ups and downs and teenagers’ emotions run high, 
so how can we identify when something serious is happening and a 
young person may be in real danger? 

For educators it’s important to be conscious of your students mental 
health. “Pay attention to what’s happening for students socially at 
lunchtime, in the hallways, or in other areas of your school campus.” 
Common Sense Media recommends asking, 

“Has their friend group changed? Do you sense a conflict 
between students? Are you overhearing talk about ‘drama’ 
or ‘haters’? Check in with students directly about what’s 
going on. And reach out to their support networks including 
parents or caregivers, the school counselor, a coach, or 
other teachers.” 

“What went 
through my 

head was just hurt, 
because these girls used to be my best 
friends and getting those text messages, 
I just didn’t understand what I had done 
to deserve it. - Brooke Boutilier
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For parents there are different things to watch out for. Sometimes a 
child or youth will not tell an adult about what they are experiencing 
because they are unsure if it’s serious, or because they don’t want 
to cause a scene. If you’re concerned that your child is being bullied, 
here are some signs you can look for via Understood.org 

SIGNS TO WATCH OUT FOR
• They suddenly stop using the computer, even though they’ve 

always enjoyed it before.

• They don’t want to use the computer in a place where you can 
see it.

• They turn off the computer monitor or change screens every 
time you walk by.

• They seem nervous or jumpy when they get an instant 
message, text or email.

• They allude to bullying indirectly by saying something like 
“there’s a lot of drama at school” or “I have no friends.”

• They don’t want to go to school or appear uneasy about going.

• They are visibly upset or angry during or after internet use or 
cell phone use.

• They withdraw from friends or activities. 

• Their academic performance drops. 

• They are already a target of traditional bullying at school.

• They appear depressed or sad. 

https://www.understood.org/en/friends-feelings/child-social-situations/online-activities-social-media/how-to-tell-if-your-child-is-being-bullied-online
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HOW COMMON IS CYBERBULLYING?
So how often is this really happening? 
The numbers paint a concerning picture. 

• 42% of kids have been bullied 
online — 1 in 4 have had it happen 
more than once.

• 21% of kids have received mean 
or threatening e-mail or other 
messages.

• 58% have not told their parents 
about an online bullying incident.

• 14% have received mean or hurtful 
comments online.

• 13% have been the subject of 
rumors online.

• 7% have had someone impersonate 
them online.

• 8% report receiving a threatening 
cell phone text.

• 5% have had a mean or hurtful 
picture posted. 
(Scholastic)

She was coming home from school every day, 
crying. At first, I thought, “It can’t be that bad. 
Doesn’t really happen, right?” It doesn’t happen to 
your child for sure. I took a moment and thought, 
“Well, what if this is a real thing?” - Tenille Boutilier 

https://www.scholastic.com/teachers/articles/teaching-content/cyberbullying-what-teachers-and-schools-can-do/
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A 2018 Pew Research Center survey says that 59% of teens have 
experienced cyberbullying when it is “defined to include name-
calling and the spreading of rumors.” The silver lining is that many 
students also intervene. According to Common Sense Media,

 “23% of teens have tried to help someone who has been 
cyberbullied, by talking to the person who was cyberbullied, 
reporting it to adults, or posting positive stuff about the 
person being cyberbullied online.”  

Now that’s all  
you believe. It’s  
in your head. You  
can’t get it out. 
- Justin Preston

You sit here and you 
read it three times, 
maybe four times, maybe it’s all  

you read all day.
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A 24/7 PROBLEM 
Unlike other forms of bullying, cyberbullying allows for threatening 
behavior around the clock, giving victims very little opportunity 
to feel safe. As highlighted by Dr. Wendy Craig in Dark Cloud: The 
High Cost of Cyberbullying, “One of the challenges of addressing 
cyberbullying is that it’s a 24 hour problem. Children have access to 
their phones, particularly if it’s in their room at night, 24 hours a day, 
so they can harm others. If you’re being victimized by it, you can also 
fixate on it and review that cyberbullying episode over and over and 
over again.” 

“When I would go home and open up my laptop or 
my computer, these same kids would pick on me 
constantly. This is something I had to face every 
single day. It was a never ending situation.” 
         - Justin Preston
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THE PSYCHOLOGY BEHIND 
CYBERBULLYING
WHY DO KIDS DO IT? 
Understanding how and why a bully uses aggressive behavior is an 
important key to changing this behavior.

“It’s important to note that there is no single profile of a 
child who bullies. While some fit the traditional image of 
someone who is generally aggressive and has poor impulse 
control, others may be very sensitive to social nuances and 
are able to use that understanding against their targets.”  
- MEDIASMARTS

Kids bully each other for many different reasons. Sometimes they 
lack attention and support from their parents, or have a parent or 
older sibling who is abusive. If a child is bullied they will be more 
likely to bully others. According to MediaSmarts, a 2009 Canadian 
study determined that half of youth who admitted to cyberbullying 
said they did so because they had been bullied first. It’s not at 
all unusual for both parties in a cyberbullying scenario to see 
themselves as victims. 

“Bullying begins young. It begins the moment we 
start to socialize with one another, because to 
have power in a group and to have dominance is 
something that’s part of our evolution.” - Dr. Wendy Craig
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“What we need to do is teach children and youth 
and adults too, by the way, about how to use power 
positively to uplift people, to celebrate people, and 
we can still lead and have dominance if we use our 
power in positive ways.” - Dr. Wendy Craig

It’s important for parents and educators to realize that there are 
multiple factors involved in creating this situation, which in turn 
can affect solutions and outcomes. Here are some insights into the 
psychology of the bully via Stompoutbullying.com 

INSIGHTS INTO BULLYING 
• Bullies who are bullied themselves at home get relief when it is 

their chance to overpower others.

• Social bullies may have poor self-esteem and manipulate 
others through gossip and being mean.

• Detached bullies tend to plan their attacks and are always 
likeable to everyone but their victims.

• Hyperactive bullies often don’t understand the nuances 
of socializing and may act inappropriately and sometimes 
physically.

https://www.stompoutbullying.org/why-kids-bully
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THE HEALTH IMPACT OF CYBERBULLYING  
According to MediaSmarts, kids who are cyberbullied feel an intense 
sense of isolation, fear, loneliness and despair. Their desperation 
can sometimes lead to acts of self-harm or tragically even suicide, 
as was seen with Amanda Todd and many others like her. Another 
troubling concern is how it affects our brain and body. 

In Dark Cloud, Dr. Wendy Craig enlightens us to this fact: 

“When children are cyberbullied, it affects the brain. They 
experience bullying, social pain in the same way that you 
or I would experience physical pain. The response that 
we see for kids who have a history of being victimized is 
that at the brain level, they look a lot like people who have 
experienced post traumatic stress syndrome.
If you repeatedly are getting cyberbullied, then your brain 
is laying down these new tracks that could affect your 
wellbeing. Because part of the circuits that are getting 
activated in the brain are the same circuits that are related 
to things like depression.”

...an intense sense 
of isolation, fear, 
loneliness and 
despair
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Further research from the National Institute of Child Health and 
Human Development  shows that everyone involved with bullying is 
at higher risk for depression, even bullies themselves, but victims of 
cyberbullying are the most likely to suffer. The psychological effects 
of cyberbullying can cause low self-esteem, anxiety, withdrawal, 
shyness and isolation, as well as additional health effects including 
stomach aches, headaches, panic attacks, insomnia, exhaustion and 
nightmares. 

There is a light at the end of the tunnel. Thanks to this issue being 
brought to the forefront in recent years, there are now multiple 
trusted ways to intervene. 

...they look a lot like 
people who have 

experienced  
post traumatic 

stress syndrome

https://www.nichd.nih.gov/health/topics/bullying/conditioninfo/health
https://www.nichd.nih.gov/health/topics/bullying/conditioninfo/health
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HOW & WHEN TO INTERVENE 
Intervening in these situations is delicate because we don’t want 
to put youth in an even worse situation by making waves. It may 
even feel hopeless at times, but research shows that the best way to 
handle the situation is to follow these four simple steps: 

Check out the tip sheet What To Do If Someone Is Mean To You 
Online by MediaSmarts for more info. 

Cyberbullying is everyone’s business and the best response 
is a pro-active or preventative one. From the outset, we 
can reduce the risks associated with Internet use if we 
engage in an open discussion with our children about their 
online activities and set up rules that will grow along with 
them.  

BEING CYBERBULLIED? HERE’S WHAT TO DO: 
 IGNORE: Don’t fight back 

 BLOCK: Stop the pattern

 RECORD: Save the evidence

 REPORT: Talk to somebody

https://mediasmarts.ca/sites/default/files/tip-sheet/tipsheet_mean_online.pdf
https://mediasmarts.ca/sites/default/files/tip-sheet/tipsheet_mean_online.pdf
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Common Sense Media offers the following advice for parents whose 
child is being cyberbullied: 

• Reassure your child that you love and support him or her.

• Help your child step away from the computer or device and 
take a break.

• If you can identify the bully, consider talking with the parents.

• Consider contacting your kid’s school. If bullying is happening 
online, it might be happening offline, too.

• Empower your kid with specific steps he or she can take.

Youth play the most important role in combating cyberbullying 
as they can directly influence the environment where it occurs. 
Cyberbullying is everyone’s responsibility and a key element to 
diffusing it is understanding our roles. 

“When other students intervened, the bullying 
stopped within about 10 seconds every second 
time. It was great to see that we could potentially 
work with children and youth and give them 
the skills to successfully intervene and stop the 
bullying in the moment”. - Dr Wendy Craig
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THERE ARE 4 ROLES IN EVERY CYBERBULLYING SITUATION 
• Bullies: The cyberbully, the aggressor who’s using digital   

media tools to deliberately upset or harass their target.

• Targets: The person who’s being cyberbullied.

• Bystanders: The kids who are aware that something cruel is going 
on but who stay on the sidelines.

• Upstanders: The kids who actively try to break the cycle, whether 
by sticking up for the target, addressing the bully directly, or 
notifying the appropriate authorities about what’s going on. 
Common Sense Media

TWO-THIRDS OF CANADIAN STUDENTS HAVE ALREADY BEEN AN UPSTANDER! 
Bystanders and upstanders are two types of witnesses, who play a 
key role in diffusing the situation. MediaSmarts reports that: 

“One of the biggest changes in our understanding of bullying 
has been an increased awareness of the important role that 
witnesses play in any bullying situation. 
This has been partially because of cyberbullying, where 
witnesses can choose to be invisible, to join in anonymously, 
to re-victimize a target by forwarding bullying material – or 
they can choose to intervene, to offer support to the target 
and to bear witness to what they have seen.”  
– MEDIASMARTS

https://www.commonsensemedia.org/blog/bullying-is-everybodys-business
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Youth need to be empowered to make the right choices, but 
sometimes it’s hard to know what those are. Here are some 
questions to consider when helping youth gauge if they are making 
the right response to a cyberbullying situation. Check out the tip 
sheet for the big picture.

• Do I know the whole story? 

• Am I helping or just helping my friends? 

• Am I making excuses for what’s happening? 

It’s a tough role to play but it’s a powerful one. Standing up for 
someone goes a long way. 

If you are still unsure how to respond to a situation try this 
interactive guide by TELUS and MediaSmarts.

“The thing that people who had experienced 
cyberbullying said was most likely to help in 
any circumstance was simply to comfort the 
target. That’s something that young people 
can always do.” – Matthew Johnson

https://impact.mediasmarts.ca/en
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WHEN SHOULD YOU CONSIDER LEGAL ACTION?
If you are involved with a situation that is dangerous, libelous 
or permanently damaging, you may want to approach law 
enforcement or get the court system involved. Currently 
cyberbullying can be addressed under civil law or criminal 
law, based on the situation. Several provinces and territories 
including Ontario and Quebec now have laws specifically dealing 
with online and offline bullying in their Education Act. 

This is huge progress from a few years ago. After Amanda 
Todd’s tragic death by suicide,  a motion was introduced in the 
Canadian House of Commons to propose a study of the scope 
of bullying in Canada, and for more funding and support to be 
added for anti-bullying organizations.

Not all cyberbullying can be addressed with legal action. 
However, this article on the Legal Consequences of Cyberbullying 
by PrevNet details all the information you need to see if this is a 
path worth taking.

https://www.prevnet.ca/bullying/cyber-bullying/legal-consequences
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HOW TO BE A RESPONSIBLE  
DIGITAL CITIZEN 
BE CAREFUL WHAT YOU SHARE 
Just because it can be shared doesn’t mean that it needs to be. Many 
youth are pressured into posting nude images, engaging in sexting 
and other behavior that can be harmful in the wrong hands. Learning 
how to share and what to share is important, as is knowing how 
to navigate the internet in a respectful and safe way. This is called 
being a responsible digital citizen. 

MediaSmarts says to ask yourself these questions if someone shares 
something with you: 

• Did the person who sent this to me mean for it to be shared? 

• Did they have permission from the person who’s in it? 

• How would I feel if somebody shared something like this with 
me in it? 

If what you received makes that person look bad, would embarrass 
them, or could hurt them if it got around, don’t pass it on. 

Check out the tip sheet Think Before You Share for more info.

“It’s tremendously easy to copy and share 
content. It’s very difficult, once content 
is out there, to get rid of it completely, 
because anyone could have made a copy.” - 
Matthew Johnson / MediaSmarts

https://mediasmarts.ca/sites/default/files/pdfs/tipsheet/TipSheet_Think_Before_You_Share_2.pdf
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HAVE “THE TALK” ABOUT SEXTING 
With everything moving online, so has intimacy. Sexting - or 
sending personal sexual images or content by phone or app - is 
now commonplace among teens. While it can be seen as a new way 
to explore sexuality, young adults must also be equipped with an 
understanding of consent and how sexting can lead to cyberbullying, 
exploitation and even blackmail like in the case of Amanda Todd. 

Understanding the potential outcomes of these types of behaviour 
will help youth gauge what is safe and what isn’t. 

The Talking to Your Kids About Sexting tip sheet from MediaSmarts 
provides ways to talk to your child about this sensitive subject. 

For a more comprehensive look at how to talk to specifically young 
girls and women about online safety, check out A Guide for Trusted 
Adults created by MediaSmarts and the YWCA.

And this Digital Citizenship Guide to being a responsible digital citizen 
which covers many topics and includes conversation starters.

https://mediasmarts.ca/sites/default/files/tip-sheet/tipsheet_talking_your_kids_about_sexting.pdf
https://mediasmarts.ca/sites/default/files/guides/ywca-guide-for-trusted-adults.pdf
https://mediasmarts.ca/sites/default/files/guides/ywca-guide-for-trusted-adults.pdf
https://mediasmarts.ca/sites/default/files/guides/digital-citizenship-guide.pdf
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PROTECTING YOUR PRIVACY 
Helping kids stay safe online requires some adult involvement 
with social media activities and learning how to be respectful of 
others feelings, privacy and property. Understanding how to use the 
different social platforms and what information is private or public 
is essential. It may seem like an uphill battle staying on top of it all, 
but these tips from Facebook can 
point you in the right direction. 

As children grow so do their 
social needs and social media 
uses. This interactive resource 
called Parenting in a Digital Age: 
Understanding Kids and Technology 
by Prevnet helps parents and 
caregivers navigate the difficult 
online landscape for different 
phases of your kids life from young 
children and tweens to teenagers. 

For parents, MediaSmarts offers 
a workshop called Raising Ethical 
Kids for a Networked World which 
examines some of the moral 
dilemmas that kids face in their 
online activities. For educators 
this Digital Literacy 101 workshop 
for students K-12 familiarizes 
participants with the digital 
experiences of Canadian youth. 

      FACEBOOK TIPS
 Passwords are not 

social. Don’t share your 
passwords with anyone. 
For additional security 
tips go to facebook.
com/help/securitytips

 Check your privacy 
settings at facebook.
com/privacy to see who 
can view your posts.

 Check the audience 
selector tool each time 
you post on Facebook in 
order to make sure you 
are sharing it with your 
desired audience.

1

2

3

http://cyberbullying.primus.ca/
http://cyberbullying.primus.ca/
https://mediasmarts.ca/tutorial/raising-ethical-kids-networked-world
https://mediasmarts.ca/tutorial/raising-ethical-kids-networked-world
https://mediasmarts.ca/teacher-resources/digital-literacy-101
https://www.facebook.com/help/securitytips
https://www.facebook.com/help/securitytips
https://www.facebook.com/login.php?next=https%3A%2F%2Fwww.facebook.com%2Fprivacy
https://www.facebook.com/login.php?next=https%3A%2F%2Fwww.facebook.com%2Fprivacy
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COMMUNICATION IS KEY
TALK TO YOUR KIDS AND STUDENTS 
Discussing the risks involved with social media and keeping an open 
dialogue about what your child is doing online can help improve 
communication around the topic. If an issue does occur, they will 
know how to quickly identify it and have a safe space to talk with 
you. 

Knowing how to maintain an open dialogue with youth requires that 
you meet them where they are at. This list from Childnet is a good 
starting point. 

• Know how to start the conversation

• Let them talk

• Don’t deny access to technology

• Let them know if you plan to talk to their school

• Let them know that you are always available to talk

• Know what to do next

“Advice for parents would be talk to your child.  
At the end of the day, all they have are the 
parents to advocate for them. If you’re given an 
answer you don’t like the first time, you go back. 
You keep going back to get better answers, to 
get the right answers.” - Tennille Boutilier

https://www.childnet.com/blog/6-tips-for-having-a-conversation-with-your-child-about-cyberbullying
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If you’re still not sure how to bring up the subject or aren’t getting 
the answers you need, try these Childnet conversation starters.

CONVERSATION STARTER IDEAS
1. Ask your children to tell you about the sites they like to visit 

and what they enjoy doing online.

2. Ask them about how they stay safe online. What tips do they 
have for you, and where did they learn them? What is OK and 
not OK to share?

3. Ask them if they know where to go for help, where to find the 
safety advice, privacy settings and how to report or block on the 
services they use.

4. Encourage them to help. Perhaps they can show you how to do 
something better online or they might have a friend who would 
benefit from their help and support.

5. Think about how you use the internet as a family. What could 
you do to get more out of the internet together and further 
enjoy your lives online?

The film Dark Cloud: The High Cost of Cyberbullying is a good entry 
point for this type of conversation too. 

“Are you safe? Are you thinking about killing 
yourself?” wasn’t something I ever asked her, 
because I was afraid. I’ve learned now that if you 
don’t ask, you don’t find out. I would think that 
that’s my biggest regret. – Carol Todd

https://www.childnet.com/parents-and-carers/have-a-conversation
https://www.telus.com/en/wise/dark-cloud?INTCMP=VAN_darkcloud
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A MESSAGE OF HOPE 
BE NICE <3
With the touch of a finger tip someone can be intimidated or 
ridiculed, but they can also be uplifted, celebrated, praised and 
included. No child should experience what happened to Amanda 
Todd. And no parent should either. That’s why we need to empower 
our youth, educators and parents to be proactive and promote a 
positive online experience for everyone. Thanks to leaders like Carol 
Todd, Justin Preston and the Boutiliers - who have fearlessly paved a 
path by sharing their cyberbullying stories - a better digital future is 
on the horizon. 

There are many ways to get involved in anti-bullying activities like 
Pink T-Shirt Day, World Mental Health day and Media Literacy Week, 
or through any of our partner organizations. Join in on the action 
and spread the word. A safer digital world is only possible if we all 
do our part and lift each other up! 

Cyberbullying affects one million Canadian kids every month. TELUS 
is taking action, not only to help kids rise above bullying, but also to 
put an end to this damaging behaviour. Check out the TELUS video 
and stand with us to #EndBullying

”Hope is what is needed for those 
moments when you lose your voice and 
those dark moments or you think that no 
one cares, right? We all need to lift each 
other up.” - Carol Todd

https://www.youtube.com/watch?v=Law03AOZfuk
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RESOURCE GUIDE 
FOR PARENTS
Parenting in a Digital Age, MediaSmarts/Primus

Guide for Trusted Adults, MediaSmarts/YWCA 

Helping Our Kids Deal With Cyberbullying: A TELUS Wise Guide

How to make a difference when you witness bullying online, 
MediaSmarts /TELUS 

What to do if someone is mean to you online, MediaSmarts

Think before you share tip sheet, MediaSmarts

Talking to Your Kids About Sexting tipsheet, MediaSmarts

Talking to Youth about Forwarding Sexts, MediaSmarts/TELUS Wise

Raising Ethical Kids for a Networked World, workshop for parents, 
MediaSmarts

Cyberbullying Overview, PREVnet

What Parents can do to protect kids, PREVnet

Legal Consequences to Bullying, PREVnet

Cyberbullying Guide for Parents, cyberbullyhelp.com 

Kids’ Mental Health Tech Tools for Suicide Help, Coping Skills, and 
Professional Support, Common Sense Media 

Have a conversation, Childnet

How to tell if your child is being bullied online, Understood.org 

Helping our kids deal with cyberbullying, A TELUS Wise parent’s guide

https://mediasmarts.ca/tutorial/parenting-digital-generation
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjc79vDyKPsAhWVuJ4KHUQ4BtkQFjACegQIBRAC&url=https%3A%2F%2Fmediasmarts.ca%2Fsites%2Fmediasmarts%2Ffiles%2Fguides%2Fywca-guide-for-trusted-adults.pdf&usg=AOvVaw2AMSjdmfPwZvL9aEzBhHvB
https://assets.ctfassets.net/1izjqx4qtt8c/7FLebszAPpomSBzIr5Qyzx/89f6972dad42d2b68916846c57394f75/19-0339-03-EN-Helping_kids_deal_with_Cyberbullying-upload_ready.pdf
https://mediasmarts.ca/teacher-resources/impact-how-make-difference-when-you-witness-bullying-online
https://mediasmarts.ca/sites/default/files/tip-sheet/tipsheet_mean_online.pdf
https://mediasmarts.ca/sites/default/files/pdfs/tipsheet/TipSheet_Think_Before_You_Share.pdf
https://mediasmarts.ca/sites/default/files/tip-sheet/tipsheet_talking_your_kids_about_sexting.pdf
https://mediasmarts.ca/teacher-resources/talking-youth-about-forwarding-sexts
https://mediasmarts.ca/tutorial/raising-ethical-kids-networked-world
https://www.prevnet.ca/bullying/cyber-bullying
https://www.prevnet.ca/bullying/cyber-bullying/parents
https://www.prevnet.ca/bullying/cyber-bullying/legal-consequences
http://cyberbullyhelp.com/wp-content/uploads/2010/09/Cyber-Bullying-Guide-for-Parents.jpg
https://www.commonsensemedia.org/blog/kids-mental-health-tech-tools-for-suicide-help-coping-skills-and-professional-support
https://www.commonsensemedia.org/blog/kids-mental-health-tech-tools-for-suicide-help-coping-skills-and-professional-support
https://www.childnet.com/parents-and-carers/have-a-conversation
https://www.understood.org/en/friends-feelings/child-social-situations/online-activities-social-media/how-to-tell-if-your-child-is-being-bullied-online
https://assets.ctfassets.net/1izjqx4qtt8c/7FLebszAPpomSBzIr5Qyzx/89f6972dad42d2b68916846c57394f75/19-0339-03-EN-Helping_kids_deal_with_Cyberbullying-upload_ready.pdf
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EDUCATORS
Promoting Ethical Behaviour Online, MediaSmarts  

First, Do No Harm: How to Be an Active Witness, MediaSmarts 

React to Cyberbullying tipsheets and posters, MediaSmarts 

Help! Someone Shared a Photo of Me Without My Consent tipsheet, 
MediaSmarts

What should I do if someone sends me a sext, MediaSmarts

Respecting Yourself and Others Online workshop for youth, MediaSmarts

Digital Literacy 101, MediaSmarts

What teachers can do, Scholastic 

ABC’s of cyberbullying for students, Cyberbullyhelp.com 

Suicide & Bullying Guide for educators, CDC 

Everything You Need to Teach Digital Citizenship, Common Sense Media 

Digital Compass Online Learning Tool, Common Sense Media

TELUS Wise® Bring digital literacy education into your classroom:

• TELUS Wise® Lesson plan: #EndCyberbullying

• TELUS Wise® Lesson plan: Celebrate Pink Shirt Day

FOR YOUTH
TELUS Wise® Youth tip sheet

TELUS Wise® Videos for youth

https://mediasmarts.ca/teacher-resources/behaving-ethically-online-ethics-values
https://mediasmarts.ca/teacher-resources/first-do-no-harm-how-be-active-witness-tip-sheet
https://mediasmarts.ca/digital-media-literacy/digital-issues/cyberbulling/cyberbullying-posters
https://mediasmarts.ca/teacher-resources/help-someone-shared-photo-me-without-my-consent-%E2%80%93-tip-sheet
https://mediasmarts.ca/teacher-resources/help-someone-shared-photo-me-without-my-consent-%E2%80%93-tip-sheet
https://mediasmarts.ca/teacher-resources/what-should-i-do-if%C2%A0someone-sends-me-sext
https://mediasmarts.ca/digital-media-literacy/e-tutorials/respecting-yourself-others-online-workshop
https://mediasmarts.ca/blog/digital-literacy-101-teachers
http://cyberbullying.primus.ca/
http://cyberbullyhelp.com/wp-content/uploads/2014/12/ABCs-of-Cyber-Bullying-for-Studentsnew.pdf
https://www.cdc.gov/violenceprevention/pdf/bullying-suicide-translation-final-a.pdf
https://www.commonsense.org/education/digital-citizenship
https://www.commonsense.org/education/digital-compass
https://assets.ctfassets.net/1izjqx4qtt8c/6OiTjBDUdB9yYHZOdcWhNq/e892dd58145f53bf49c25700545088f0/20-1148-01_EndCyberbullying_EN_Editable.pdf
https://assets.ctfassets.net/1izjqx4qtt8c/5bF6brBPp19q9JdLbLuzqv/474a45e4d4ddba78d67cfcc87797a480/Pink_Shirt_Day_LessonPlan_gr.3-6_and_7-9.pdf
https://assets.ctfassets.net/1izjqx4qtt8c/51h8FfYjjckt1yD3P0OhQj/1d8ce7349a6c1ed760f6c1468031ba80/20-0960-01_TipSheet-Digital-_07_29_2020_-_EN.pdf
https://www.telus.com/en/wise/resources/content/video/responses-to-cyberbullying
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